Daftar Isi

ADSTIAK bbbttt bbb e e e iv
N 0] 1 - T ST TP P PRSPPSO %
Pernyataan Keashian tUlISAN ...........cccoiiioiiiie et ne e vi
Publikasi Selama Masa STUAL........ccuviiiiieiieie ettt esre e vii
Kontribusi yang diberikan oleh pihak lain dalam tesis iNi.........cccovcviiiiiiiiiin i viii
Halaman PersembDaNaN ...........oiiiiiii ettt IX
(NGl o 0o T - PP R PPRTPRRI X
D511 [g K IUOOUONOT SRR . 0 3 v TR S0 /. SRR N, O ii
DAl TADEL... .ot r e bbbttt bbb ens %
D =T -V oo SRR ii
Babh | PeNUANUIUAN ......oeiieee ettt nre e nteenee e XX
R I - T g = =1 11 o o OSSPSR 1
1.2 RUMUSAN MASAIAN ......c..iiiiiieiiee ettt nreeneeenee e 4
1.3 Batasan MaSalah ... e 4
1.4 TUJUAN PENEIITIAN ...t 4
1.5 Manfaat PENEIITIAN .......ccoiiiiiiiieiee e ettt 4
1.6 REVIEW PENEIITIAN ..o.eoiiiiiiiiii ettt ens 4
1.7  Metodologi PENEIITIAN ........ooviiiiiiiiieie e 9
1.8 SistematiKa PENUIISAN ........coiiiiiiieiiiee e bbb 9
oo o I I oo ST T T =T T OSSR 11
A R e - 111V OSSPSR 11
2.2 EMAIL ...t nneenn 11
2.2.1 SEUKEUF EMAIL.....oiviiiiiicice ettt enes 11
2.2.2 Bentuk Komunikasi EMAIl..........ccoooioiiiiiiiiecicieee e 13
2.2.3 ANALISIS EMAIT.....ciiiiieiieiiccce ettt a e ns 14
2.3 Investigasi EMail FOreNSICS .......ccviiiiiiieiieeiee sttt 15
2.3.1 INVESTIQAST FOTBNSIK ....vviveiiiieieisiesee bbb 15
2.3.2 EMAII FOIBNSICS ....veiueiiiieitieie ettt ettt 16
2.3.3 Teknik Investigasi EMail FOreNSICS........ccoviiiiiiiiiiciic e 16

Xii



2.4 Barang BUKL ........cooiiiiiiieie ettt 17

2.5 Systems Development Life Cycle (SDLC)....ccviiiiiiiieiie e 18
Bab 111 Metodologi PENEIITIAN ..........coiiiiie s 20
3.1 Identifying Research Problem ... 21
3.2 SEUAT LITEIALUN ...ttt bbbttt b bbb 21
3.3 SDLC UNtUK FramEWOTK.........ccirieieiiriinieieiisiesieis e 22
3L3LL PLANNMING .ttt bbbttt bbbt 23
3.3.2 ANAIYSIS ..ottt ettt e e re et e anaenreeaeanee e 24
TR G T I 1< [ o SRS 26
3.3.4 IMPIEMENTALION. ...ttt bbbttt bbbt 28
3.3.5 MINTENANCE ...ttt b bbb b et b ettt e b n e 28
3.4 TeStING FramMEWOTK ........coiiiiiiiieie bbb 29
3.4.1 EVAlUaST FramMBWOIK ..........ooviiiiiiieietisiesiee bbbt 29
3.4.2 UjJICODA FramEWOIK ........oovieiiiiiiiie ittt ettt saeenneenee e 30
3.4.3 ANALISIS FraMBWOIK .......cueiiiiieiieiiieiteit sttt ab et ne et 31
B I Vo [0 - o PRSP 31
Bab IV Hasil dan Pembahasan ..o s 32
4.1 SDLC untuk Pengembangan FrameWorK ............ccooeiieieiieeiiie i s 32
o 0 A o - 10 T 100 TP SOUT TR U PSPPI 32
4.1.2 ANAIYSIS ...ttt e et et e et e ara e e reenee e 34
R B D =1 T OSSP S ST PR T PSPPI 37
4.1.4 IMPIEMENTALION. ... ..o ibin s esie i e st e i ss camas e ssions anabTRE e sresneesenneeeenseseessnssnssnnns 47
4. 1.5 MAINTENANCE ...ttt ittt ettt et bttt bbb b s bbb et b et ettt s st ne e 54
4.2 TeStING FramMEWOTK ........coiiiiiiiiiiee bbb 54
4.2.1 EVAlUaST FramMEBWOIK .......ccuoiiiiiiiiiieiiteee ettt 54
4.2.2 UjJICODA FramEWOIK ........ccuiiiiiieiie ettt ettt sae e ne e 56
4.2.3 ANALISIS FrAMEBWOTK ......ccuiiiiiiieiiiieie ettt eneas 111
BAD V  PENULUD ..o ettt e e et e e b e e sae e e be e reeara e 117
5.1 KESIMPUIAN .. et e e areas 117
0.2 SAIAN... ittt 117
DATTAI PUSTAKA ... vttt bbb bbbttt bbb nne s 118

Xiii



Daftar Tabel

Tabel 1. 1 Jumlah pengguna dan akun email tahun 2015 serta perkiraan sampai dengan tahun

70 SRRSO PSPRSRSTPRN 1
Tabel 1. 2 Rangkuman LIteratur REVIEW ..........ccccviieiieiiiie ettt et ae e sre e e e 7
Tabel 3. 1 Tahapan SDLC pada proses pengembangan framework ...........ccccccvvveveiieivenesnene. 22
Tabel 3. 2 Ekstrasi tahapan framework dan tahap investigasi email forensics ...........ccccccevvreenee. 24
Tabel 3. 3 Input output pada Proses PIANNING ..o 24
Tabel 3. 4 Identifikasi tahapan framework dan teknik investigasi email forensics....................... 25
Tabel 3. 5 Input output pada Proses @NAIYSIS .........ccveieiierieirieiie e 26
Tabel 3. 6 Eliminasi tahapan framework dan teknik investigasi email forensics .............c.cc.co.... 27

Tabel 3. 7 Perbandingan framework dan teknik sebelumnya dengan framework yang telah

dikembangkan terkait investigasi email fOrenNSICS...........cccvvevuiiiieiieii e 27
Tabel 3. 8 Input output pada ProSeS AESION ........ccveieerieiieie et sre e neas 28
Tabel 3. 9 Input output pada proses impleMeNtatioN ...........ccovveiiereiieneee e 28
Tabel 3. 10 Input output pada Proses MAINTENANCE .........veiveevrieerieerieeiesreeseesreeseeeeesreesseeeesreenees 29

Tabel 3. 11 Perbandingan framework yang telah dikembangkan dengan framework dan teknik

investigasi email forensics SEDEIUMNYA. ........cccovvoiiiiiii e 31
Tabel 3. 12 Kelebihan dan kekurangan frameworkK.............cccceiieieeieiiese e 31
Tabel 4. 1 Ekstraksi tahapan framework dan teknik investigasi email forensics............cc.ccocveuee. 34
Tabel 4. 2 Input-output pada proses PIANNING ........cccooiiiiiii e 34
Tabel 4. 3 Identifikasi framework dan tahapan investigasi email forensics................ccccceeevevnenee. 36
Tabel 4. 4 Input output pada ProsSes @NAIYSIS .......c.ccveiriiiiiiiriiiee e 37
Tabel 4. 5 Pendefinisian tahapan framework dan tahapan analisis email ...............ccccooiiinnnn, 38
Tabel 4. 6 Identifikasi urutan tertinggi dengan terminologi yang Sama..........ccccceeerererenenennens 39
Tabel 4. 7 Pemberian tahapan Daru ...........cccveiiiieiiccc e 40
Tabel 4. 8 Urutan tahapan yang memiliki tahapan baru ............cccccoveiiiieic i, 41
Tabel 4. 9 Urutan tahapan yang memiliki tahapan Daru ..., 43
Tabel 4. 10 Perbandingan framework dan tahapan investigasi sebelumnya dengan framework

yang telah diKembBbangKaN ..o s 45
Tabel 4. 11 Input output pada ProSES AESION ......ccveeiieiiecie e 46
Tabel 4. 12 Detail framework yang telah dikembangkan.............ccccooiiniiiii s 51
Tabel 4. 13 Input output pada proses IMplementation .............cccevverevieenieeie s 53
Tabel 4. 14 Input output pada Proses MainteNANCE ..........cceeiveiiieiiieiiie e 54

Xiv



Tabel 4.
Tabel 4.
Tabel 4.
Tabel 4.
Tabel 4.
Tabel 4.
Tabel 4.
Tabel 4.
Tabel 4.
Tabel 4.
Tabel 4.
Tabel 4.
Tabel 4.
Tabel 4.

15 Perbandingan framework dan tahapan forensik email ..............ccccooeiiveiiviieiieeseennn, 54
16 Data konten dari masing — masing email ...........ccccooeviniiiinninice e 78
17 Identitas masing — Masing Mail ..o 78
18 Informasi alamat email PENGITIM .......cooiiiiiiiec e 80
19 Pemeriksaan alamat emMail...........cccooiiiiiiiiiiii 83
20 ringkasan informasi waktu dari pesan email.............cccooiiiiiiiiiiiicie 88
21 ID pesan pada masing — masing pesan email...........ccocovririiiniiieicieeseeeas 90
22 alamat client IP email PENgirim ........cccvoiiiiiiicce e 97
23 protokol yang digunakan Pengirim ..........ccceivereiieeieeie e 100
24 Keterangan file SIGNATUIE ........ocvoviiieiiee e 102
25 Hasil trace email dari masing — masing header..........ccccoveveiiievieie s, 107
26 Examination penelitian Studi KaSUS............ccooviieiiiiieie e 110
27 Perbedaan framework sebelumnya dengan yang dikembangkan...............cc.ccc....... 113
28 Kelebihan dan kekurangan framework.............cccooeoiiiiiieiineeee e 115

XV



Daftar Gambar

Gambar 1.
Gambar 2.
Gambar 2.
Gambar 2.
Gambar 2.
Gambar 3.
Gambar 3.
Gambar 3.
Gambar 3.
Gambar 3.
Gambar 3.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.

1 Metode PENEIITIAN.......coviiie e 9
1 CONLON NBAGEE ... et 12
2 Contoh body dan formatting options pada pesan email ...........ccccccevvveiiiieiiciecnnnn, 13
3 Framework investigasi email fOreNSICS.........cuiviiiieriieresereree s 17
4 TaNAPAN SDLC ... 18
1 Metode PENEITIAN ........coiiiiiiicieiee et 20
2 Proses ekstraksi tahapan iNVESTIZASI ......ecueieeirereeiiiieeie e sie e 24
3 Proses identifikasi tahapan INVESTIGASE ........ccurviiiiieiiiiie s 25
4 Proses eliminasi tahapan iNVESTIZASE ........coviirriiiiieeiese s 26
5 Tahapan testing PENEIILIAN.........cciiveiiiicce e e 29
6 llustrasi investigasi email fOreNSICS.........cccvveiiiiiiiiciece e 30
1 Framework investigasi email fOrensiCs...........coovvviiinneii i 33
2 Tahapan utama framework yang dikembangkan..........cc.ccooeiivniiiinenniess 48
3 Detail framework yang telah dikembangkan..............c.ccccoooeiiiiiiiiici e, 49
4 Tahapan baru Framework yang dikembangkan ...........ccccccvviiiiiiiicie e, 50
5 llustrasi pemeliharaan framework ............cooiiiiiiiii e 54
6 HUStrasi SIMUIAST KASUS ........cceeiierieiieiieie et et 56
7 ilustrasi pengiriman pesan menggunakan gmail ..........ccccoccovieiiiiiie e 57
8 llustrasi pengiriman pesan menggunakan Ymail ..........ccccccvvveviiiiieeie e, 57
9 llustrasi kasus 1 pengiriman pesan email SPOOTING .........ccocviiiiiiiiiiieiencre s 58
10 llustrasi kasus 2 pengiriman pesan email SPOOTING ........c.ccccvvviiiirieieniiesereas 59
11 Hustrasi kasus 3 pengiriman kasus email Spoofing ..........ccccceevvveviveveiieceece e 60
12 Framework SEDEIUMNYA ........c.cooviiiiiicc e s 61
13 Framework yang telah dikembangkan ..............ccccooviviiiiii i 62
14 HUSErasi NOLIFICATION........veiieieiecie e eas 63
15 Contoh barang DUKLI ..o 64
16 Persiapan instalasi Mozilla Thunderbird............cccoooiiiiiiii i 64
17 Proses pengaturan akun email pada Mozilla Thunderbird .............cccccoviiiiiieinns 65
18 Folder Mozilla ThuNderbird ..........c.cocveeiieiiee s 66
19 Persiapan awal instalasi AD FTK Imager v 3.2.0.0 ......ccccoovrininininienc s 66
20 HUSEFaST IMAGING .. .cciviiiiieiie it e e beeaneas 67
21 proses seleksi SUMBEr DUKLE ........c.coouviiiiiiicic e 68

XVi


file:///E:/REVISI%20TESIS%20BARU.doc%23_Toc472639945
file:///E:/REVISI%20TESIS%20BARU.doc%23_Toc472639963
file:///E:/REVISI%20TESIS%20BARU.doc%23_Toc472639964
file:///E:/REVISI%20TESIS%20BARU.doc%23_Toc472639965
file:///E:/REVISI%20TESIS%20BARU.doc%23_Toc472639966
file:///E:/REVISI%20TESIS%20BARU.doc%23_Toc472639976
file:///E:/REVISI%20TESIS%20BARU.doc%23_Toc472639977
file:///E:/REVISI%20TESIS%20BARU.doc%23_Toc472639978
file:///E:/REVISI%20TESIS%20BARU.doc%23_Toc472639979
file:///E:/REVISI%20TESIS%20BARU.doc%23_Toc472639980
file:///E:/REVISI%20TESIS%20BARU.doc%23_Toc472639981
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770382
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770383
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770384
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770385
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770386
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770387
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770388
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770389
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770390
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770391
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770393
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770394
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770397
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770398
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770399
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770400
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770401
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770402

Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.

22 informasi bukti dan menentukan folder penyimpanan akuisiSi.............cccccveveennene. 68
23 MEMUIAT PrOSES AKUSIST.....vevieiieiieitiesieeie ettt e 69
24 proses Verifikasi Nasil aKUISIST...........coccviiiiiiiiii e 70
25 llustrasi akusisi barang DUKLi............ccoviiiiiiiiii e 70
26 proses menambah bukti yang akan diekstrak .............cccovcevivevieiieiieeie e 71
27 Proses memilih file bukti yang akan diekStrak............c.ccooviviiiiiiiiienciciciee 72
28 ProSes EKSIIAST DUKLE .........cuiiiiiiiiiiceie e 72
29 proses ekstraksi sedang berlangsung.........cccoveeiieieeie s 72
30 ilustrasi ekstraksi DUKLE iMAGING.........ceiierieiiieieec e 73
31 proses recovery data EMAIT .........cccooiiiiiiiiii s 73
32 file direktori email dari hasil ekstraksi sebelumnya............cccoovviniiiiiiiiiiieen 74
33 Hustrasi email EXIFACTION .........ccueiiiiiiiii it 74
34 llustrasi memeriksa identitas Pelaku ............cccooveveiieii i 75
35 ilustrasi pemeriksaan header email ..o 75
36 konten ke 1 email sah (I€gItIMALE) ...c..ovveiviiiiiiiiiee s 75
37 konten ke 2 email sah (IeQItIMALE) ..........cccveiieiieiieece e 75
38 konten ke 1 email SPOOTING......c.coiveiiiiiiiice e 76
39 konten ke 2 email SPOOTING......cveiiiiiiririiiiiieieeie s 76
40 konten ke 3 email SPOOTING......couiiiiiiiiiiiiieeeee e 76
41 Return-Path ke 1 email sah (Iegitimate)............c.ccceeveiiiiiiii e 76
42 Return-Path ke 2 email sah (legitimate)...........c.ccceoveeviiie i 77
43 Return-Path ke 1 email SPOOTiNG.........cccoiiiiiiiiiice e 77
44 Return-Path ke 2 email SPOOTiNG......cccoiiiiriiiiieieiesiese s 77
45 Return-Path ke 3 email SPOOfING.......ccciiiiiiiiieiicccecre e 77
46 llustrasi memeriksa alamat email sah ke 1........ccoocoviiiiiiiiiiiie e 78
47 llustrasi memeriksa alamat email SAh Ke 2.........cccovveiiiiiiiiccee e 79
48 ilustrasi memeriksa alamat email SPOOfiNg Ke L........ccccociiiiiiiiiiiiiic e 79
49 ilustrasi memeriksa alamat email spoofing Ke 2.........ccoovvieiiviiiiicce e, 79
50 ilustrasi memeriksa alamat email spoofing ke 3.........ccccoviveiiiiiiicce e, 79
51 pengecekan validasi email Sah ... 81
52 pengecekan validasi email SPOOTING ......cccueiiiiiiiiieie e 81
53 pengecekan validasi email SPOOfING ........cccccvvviiiiiiiii e, 82
54 Pengecekan 1P addreSS........ccoveiiiiiiieiie ettt 82
55 Pengecekan IP adOreSS. .......coiiiiiiiiiiiieieeie s 83
56 Ilustrasi memeriksa waktu pesan dibUAL............ccccovereieninininicee e 84


file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770403
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770404
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770405
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770406
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770407
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770408
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770409
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770410
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770411
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770412
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770413
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770414
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770415
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770416
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770417
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770418
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770419
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770420
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770422
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770423
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770424
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770425
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770427
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770428
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770429
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770430
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770432
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770433
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770437

Gambar 4. 57 kota di dunia dengan time zone -0800 ............cccervereiiieiieere e 85

Gambar 4. 58 kota di dunia dengan time zone +0700..........ccccorirriniirninnine e 85
Gambar 4. 59 ilustrasi memeriksa Waktu PESAN ...........cocoiiiiiiiiiiee e 85
Gambar 4. 60 ilustrasi time menggunakan UTC +0000...........cccerveririiieresieseese e e e esee e 86
Gambar 4. 61 ilustrasi memeriksa Waktu PESAN..........cccveiieiiieie e 86
Gambar 4. 62 ibu kota negara dengan koordinat +0300 ...........cccoevrrieiiinniniieiiesese e 86
Gambar 4. 63 ilustrasi memeriksa Waktu PESAN ...........cooiiiiriiieiee e 87
Gambar 4. 64 ibu kota negara dengan koordinat +0100 ............cccccvevieiierisiesie e 87
Gambar 4. 65 Ilustrasi memeriksa Wakti PESAN...........c.civerieiiieiierie e seese e se e se e ee e e 87
Gambar 4. 66 llustrasi pengecekan wilayah dengan time zone +0300 ...........cccooeveienenenenennnns 88
Gambar 4. 67 [ustrasi Memeriksa ID PESAN .......ccviiviieiiiiiiiiii e 89
Gambar 4. 68 ilustrasi pemeriksaan ID PESAN........cc.ccvveieeriiiie ettt 89
Gambar 4. 69 ilustrasi pemeriksaan ID PESAN........cc.civeieeiieiieie et 89
Gambar 4. 70 ilustrasi pemeriksaan 1D PESAN ........ccceiiiiiiiiriiieie ittt 90
Gambar 4. 71 ilustrasi pemeriksaan 1D PESAN ........cccoiiiiiiiiriiieieie ettt 90
Gambar 4. 72 Ilustrasi memeriksa alamat IP PeNGITiM ..........c.cooveieiiiiiere e 91
Gambar 4. 73 pemeriksaan [P CHEN .......cc.voiiie i 92
Gambar 4. 74 pemeriksaan IP client pada Studi Kasus 2 ............cccooiiiiiiiiiiiieieese s 92
Gambar 4. 75 pemeriksaan keashian 1P CHENT........cocooiiiiiiic e 93
Gambar 4. 76 pemeriksaan [P CHENL ........ccvoi i 93
Gambar 4. 77 pemeriksaan keaslian 1P ClIeNt............cccoveiiiiiii e 93
Gambar 4. 78 memeriksa RIPE database ........c.ccceveiieiieiiie e 94
Gambar 4. 79 Memeriksa CHENT TP .......cuiiiie ittt neenneeeas 94
Gambar 4. 80 Pemeriksaan informasi IP CHENT...........cccooiiiiiiiiciiese e 95
Gambar 4. 81 memeriksa RIPE database .........ccooeieiiiiiiiieiieie e 95
Gambar 4. 82 Memeriksa [P CHIENT..........ooiieie it 96
Gambar 4. 83 memeriksa keaslian CHENt IP.........cooov i 96
Gambar 4. 84 memeriksa RIPE database .........cccocoveiiiiiiiiiiceee e 97
Gambar 4. 85 Illustrasi memeriksa protokol yang digunakan..............cccocceeveiiiieiic e, 98
Gambar 4. 86 ilustrasi memeriksa protokol yang digunakan.............ccccociiviiiniiniiene s 98
Gambar 4 87 ilustrasi memeriksa protokol yang digunakan..............cccoeveniiinienenene s 99
Gambar 4. 88 ilustrasi memeriksa protokol yang digunakan............cccccvveivieiieiiiciie e 99
Gambar 4. 89 llustrasi memeriksa protokol yang digunakan............ccccovveiiienieiiienie e 99
Gambar 4. 90 llustrasi memeriksa informasi kontak lain dari email pelaku................ccccooenen. 101
Gambar 4. 91 llustrasi file signature pada pesan email Masuk............ccocovvrireieienene e 101


file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770438
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770439
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770440
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770441
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770442
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770443
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770444
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770445
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770448
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770449
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770450
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770451
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770453
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770454
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770455
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770456
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770457
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770458
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770459
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770460
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770464
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770465
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770466
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770467
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770468
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770469
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770471
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770472

Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.

92 pengaturan file SIGNALUIE ..........cccueiieeieece e 102
93 MEMUIAT KASUS DAIU ..ot 103
94 memilih tipe/jenis client emMail ............ccooiiiiiiii 103
95 tracer email sah dari StUdi KaSUS L .......ccccceiuiiirieniiiiie e 104
96 tracer email Sah StUdi KaSUS 2 .........cccoiiiiiiiiiieie e 104
97 tracer email SPoofing StUdi KaSUS L........cccooveiiiiiiiiiircsee e 105
98 trace email SPo0fing StUI KASUS 2 ........cccoeieiiiiieiiiece e 105
99 tracer email spoofing StUdi KASUS 3.........ccveieiieiiiiie e 106
100 lHustrasi Trace email Original............cccooviiieiiiie i 108
101 Hustrasi report & ViSUaliSAtION. ...........c.coiiiiiiiiiiee e 111
102 Perbedaan frameWOTK ...........uo ittt sae e 112

XiX


file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770473
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770474
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770475
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770476
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770477
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770478
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770479
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770481
file:///E:/Pak%20Imam/Proposal_14917145_La%20Ode%20Muhammad%20Saidi.doc%23_Toc477770482

Takarir dan Singkatan

SDLC . Systems Development Life Cycle
Email . Electronic Mail

dkk . dan kawan—kawan

IEFAF . Integrated E-Mail Forensic Analysis Framework
URL : Uniform Resource Locator

IDFIF . Integrated Digital Forensics Investigation Framework
IF . Investigasi and Intelijen Framework
HTTP . Hypertext Transfer Protocol

POP3 . Post Office Protocol versi 3

IMAP . Internet Message Access Protocol
SMTP . Simple Mail Transport Protocol

Cc . Carbon copy

Bcc . Blind carbon copy

IP . Internet Protocol

Gmail . Google Mail

Ymail . Yahoo Mail

SSL . Secure Socket Layer

AD FTK . Access Data Forensic ToolKit

MD5 : Message Digest algortihm 5

SHA1 . Secure Hash Algorithm 1

IPV4 . Internet Protocol version 4

IPV6 . Internet Protocol version 6

RIPE . Réseaux IP Européens

TLS . Transport Layer Security

ISP . Internet Service Provider



